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Key  messages  
x The  advantages  of  publishing  your  sensitive  data  will  probably  far  outweigh  any  potential  
disadvantages  when  simple  and  appropriate  steps  are  taken  
x Publishing  your  data,  or  just  a  description  of  your  data  (i.e.,  the  metadata),  means  that  others  can  
discover  it  and  cite  it  
x You  can  publish  a  description  of  your  data  without  making  the  data  itself  openly  accessible  
x You  can  place  conditions  around  access  to  published  data  
x Sensitive  data  that  has  been  confidentialised  can  be  shared  
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About  this  guide  
  
͞ĞƐƉŝƚĞũŽƵƌŶĂůĂŶĚĨƵŶĚĞƌƉŽůŝĐŝĞƐƌĞƋƵŝƌŝŶŐĚĂƚĂƐŚĂƌŝŶŐ͕ƚŚĞƌĞŚĂƐďĞĞŶůŝƚƚůĞƉƌĂĐƚŝĐĂůŐƵŝĚĂŶce  on  
ŚŽǁĚĂƚĂƐŚŽƵůĚďĞƐŚĂƌĞĚ͟1  
  
This  Guide  outlines  best  practice  for  the  publication  and  sharing  of  sensitive  research  data  in  the  
Australian  context.  The  Guide  follows  the  sequence  of  steps  that  are  necessary  for  publishing  and  
ƐŚĂƌŝŶŐƐĞŶƐŝƚŝǀĞĚĂƚĂ͕ĂƐŽƵƚůŝŶĞĚŝŶƚŚĞ͚WƵďůŝƐŚŝŶŐĂŶĚ^ŚĂƌŝŶŐ^ĞŶƐŝƚŝǀĞĂƚĂĞĐŝƐŝŽŶdƌĞĞ͛;&ŝŐƵƌĞϭ͕
next  page).  It  provides  the  detail  and  context  to  the  steps  in  this  Decision  Tree.  References  for  further  
reading  are  provided  for  those  that  are  interested.    
  
By  following  the  sections  below,  and  steps  within,  you  will  be  able  to  make  clear,  lawful,  and  ethical  
decisions  about  sharing  your  data  safely.  It  can  be  done  in  most  cases!  
  
  
  
  
How  the  Guide  interacts  with  your  institutional  policies  
  
This  Guide  is  not  intended  to  override  institutional  policies  on  data  management  or  publication.  Most  
researchers  operate  within  the  policies  of  their  institution  and/or  funding  arrangement  and  must,  
therefore,  ensure  their  decisions  about  data  publication  align  with  these  policies.  This  is  particularly  
relevant  for  Intellectual  Property,  and  sometimes,  your  classification  of  sensitive  data  (e.g.,  NSW  
Government  Department  of  Environment  &  Heritage,  Sensitive  Data  Species  Policy)  or  selection  of  data  
repository.  The  Guide  indicates  the  steps  at  which  you  should  check  your  institutional  policies.    
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Publishing  and  Sharing  Sensitive  Data  Decision  Tree    
2.  Data  collection 
4.  Confidentialise 
5.  Research  ethics 
6.  Licensing 
1.  Define 
7.  Making  data  
discoverable 
8.  Publishing  and  
sharing  data 
3.  Ownership 
No   
Previously  collected  by  you 
Collecting  new  data 
See:  Data  planning 
Collected  by  others 
See:  Data  Citation 
Can  the  data  be  made  non-­‐sensitive?   
No 
Publish  metadata  only    
Consider  a  restricted  license    
Was  consent  for  data  sharing  given  by  (any  
human)  research  participants? 
Yes 
No:  Data  many  still  be  shared  
if  it  has  been  confidentialised. 
First,  see:  What's  legal  and  
Ethical  considerations 
All  published  Australian  data  intended  for  reuse  should  have  a  licence.  This  explains  to  the  re-­‐
user  how  the  data  should  be  used  and  attributed  to  the  original  data  owner. 
Go  to:  Licensing,  ANDS  licensing  page  and  AusGOAL 
Do  I  have  sensitive  data? 
Yes 
Publish  metadata  and  data?  Or  metadata  only  with  conditional  access  to  the  data  itself?   
x At  minimum,  metadata  can  be  made  publicly  available.    
x For  confidentialised  data,  it  is  often  appropriate  to  have  public  metadata  and  'conditional  
access'  to  the  data  itself.    
x Also  see:  How  to  select  a  repository 
Yes 
See:  Confidentialise  your  data 
Formatting  data  for  publication 
Do  you  have  the  right  to  publish? 
See:  Intellectual  Property  and  data  sharing 
Yes No Publish  metadata  only 
Write  a  data  description,  i.e.,  metadata,  for  publication  in  a  data  repository.    
See:  How  to  select  a  repository 
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Why  publish  and  share  sensitive  data?  
  
  
Box  1.  Quick  definitions  
Data  publication  versus  sharing:  Publication  occurs  when  data  are  made.  This  includes  having  a  
publically-­‐available  description  of  the  data  and  access,  or  information  about  conditional  access,  to  the  
data  itself.  Data  sharing  occurs  when  data  are  made  available  to  others,  but  does  not  always  
accompany  publication  (e.g.,  when  data  are  shared  among  colleagues  but  not  publically  discoverable  or  
available).  
Metadata:  data  about  your  data;  i.e.,  a  description  of  your  data.  A  common  example  of  metadata  is  a  
library  catalogue  record.    
Repository:  a  place  where  metadata  records  and  Ͷ  often  but  not  always  Ͷ  data  are  stored.  Data  
repositories  usually  have  an  online  portal  where  members  of  the  public  can  search  for  and  discover  
data.  There  are  institutional-­‐specific,  discipline-­‐specific,  and  general  repositories.    
Confidentialised  data:  when  data  has  been  modified  to  remove  or  reduce  the  risk  that  people  or  
subjects  of  the  data  can  be  identified.    
  
Sensitive  data  has  often  been  excluded  from  discussions  about  data  publication  and  sharing.  It  was  
believed  that  sharing  sensitive  data  is  not  ethical  or  that  it  is  too  difficult  to  do  safely.  This  opinion  has  
changed  ǁŝƚŚŐƌĞĂƚĞƌƵŶĚĞƌƐƚĂŶĚŝŶŐĂŶĚƵƐĞŽĨŵĞƚŚŽĚƐƚŽ͚ĚĞ-­‐ƐĞŶƐŝƚŝƐĞ͛;ŝ͘Ğ͕͘  confidentialise)  data;  
that  is,  modify  the  data  to  remove  information  so  that  participants  or  subjects  are  no  longer  
ŝĚĞŶƚŝĨŝĂďůĞ͕ĂŶĚƚŚĞĐĂƉĂĐŝƚǇƚŽŐƌĂŶƚ͚conditional  access͛ƚŽĚĂƚĂ͘ZĞƋƵŝƌĞŵĞŶƚƐŽĨƉƵďůŝƐŚĞƌƐĂŶĚ
funding  bodies  for  researchers  to  publish  and  share  their  data  have  also  seen  sensitive  data  sharing  
increase2-­‐4.    
Australia  and  other  nations  have  significant  and  high-­‐quality  datasets  that  contain  potentially-­‐sensitive  
information.  This  includes  epidemiological  surveys  of  health,  medical  trial  data,  and  ecological  studies  
of  endangered  species.  For  reasons  of  finance,  efficiency,  conservation,  and  participant  fatigue  and  
disturbance,  these  can  be  reused  rather  than  repeated5,  6.  And  in  most  cases,  this  can  be  done  by  
removing  or  modifying  aspects  of  the  dataset  that  make  its  subjects  identifiable  (see  Confidentialise  
your  data)  or  attaching  conditions  to  data  access  and  reuse.  
The  advantages  to  sharing  data  go  beyond  meeting  publisher  or  possible  funder  requirements.  The  
benefits  to  the  researcher  and  institution  are  clear.  If  data  or  a  description  of  a  dataset  are  published  
they  are  discoverable  by  others,  and  can  thus  be  cited  in  favour  of  the  original  data  collector  or  owner.  
This  is  the  primary  goal  of  data  publication.  There  is  also  evidence  that  scholarly  papers  that  are  
accompanied  by  published  data  are  cited  more  often  than  those  without.  New  collaborations  and  
publications  may  eventuate  if  you  choose  to  share  your  data  with  others  for  reuse.  And  finally,  storing  
your  data  in  a  public  repository  affords  secure  and  ongoing  storage  that  may  not  be  available  in  your  
current  or  changing  research  environment.  
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1. What  are  sensitive  data?  
  
1.1 Defining  sensitive  
Sensitive  data  are  data  that  can  be  used  to  identify  an  individual,  species,  object,  process,  or  location  
that  introduces  a  risk  of  discrimination,  harm,  or  unwanted  attention.  Under  law  and  the  research  
ethics  governance  of  most  institutions,  sensitive  data  cannot  typically  be  shared  in  this  form,  with  few  
exceptions.    
1.1.1 Data  about  people  
Sensitive  human  data  most  commonly  refers  to  sensitive  personal  information.  That  is,  information  that  
can  be  used  to  identify  a  person  or  group  of  people7,  8.  Personal  information  can  thus  be  thought  of  as  
one  type  of  sensitive  data.  In  most  cases,  personal  information  is  sensitive  when  it  directly  identifies  a  
person  (e.g.,  name,  Date  of  Birth,  address)  and  accompanies  one  or  more  pieces  of  information  from  
Table  1.    
Specialised  information  about  sharing  data  from  or  about  Aboriginal  and  Torres  Strait  peoples  and  
practices  can  be  found  in  the  AIATSIS  Collection  Access  and  Use  Policy.  You  may  also  wish  to  consult  the  
AIATSIS  Guidelines  for  Ethical  Research  in  Australian  Indigenous  Studies.    
Specialised  information  about  the  use  and  management  of  data  about  Defence  operations  can  be  found  
via  the  Attorney-­‐'ĞŶĞƌĂů͛ƐĞƉĂƌƚŵĞŶƚ9.  
  
Table  1.  Types  of  personal  information,  as  defined  by  Privacy  Act  1988,  s  6(1)  
 racial  or  ethnic  origin  
 political  opinions  
 membership  of  a  political  association  
 religious  beliefs  or  affiliations  
 philosophical  beliefs  
 membership  of  a  professional  or  trade  association  
 membership  of  a  trade  union  
 sexual  preferences  or  practices  
 criminal  record  
 health  and  genetic  information    
  
1.1.2 Beyond  human  data  
Sensitive  data  can  also  include  data  that  reveals  the  location  of  rare,  endangered  or  commercially-­‐
valuable  species,  or  other  conservation  efforts10.  The  need  for  an  agreed  definition  of  sensitive  
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environmental  and  biodiversity  data  is  well  documented10,  11.  The  lack  of  clarity  surrounding  this  
definition  is,  at  least  in  part,  due  to  the  sometimes-­‐transitional  nature  of  data  sensitivity  in  this  field.  For  
example,  a  population  of  frogs  may  be  small  and  declining  in  one  location  but  not  another,  and  thus,  
considered  sensitive  in  the  former  but  not  latter.    
Chapman  and  Grafton  (2008)11  at  the  Global  Biodiversity  Information  Facility  (GBIF)  define  sensitive  
data  as  information  that  ͚ŝĨƌĞůĞĂƐĞĚƚŽƚŚĞƉƵďůŝĐ͕ǁŽƵůĚƌĞƐƵůƚŝŶĂŶ͚ĂĚǀĞƌƐĞĞĨĨĞĐƚ͛͛  to  the  species  or  
conservation  activity.  Particularly  when  the  publication  or  sharing  of  this  data  may  increase  that  risk  of  
harm  and/or  result  in  an  adverse  effect  on  the  species.  This  GBIF  report  further  recommends  that  data  
owners  clarify  which  elements  of  the  dataset  trigger  this  sensitivity,  and  clearly  document  that  decision  
in  the  metadata  for  the  dataset.    
  
1.2 An  illustration  of  sensitive  ecological  data    
A  survey  was  conducted  in  an  area  of  New  South  Wales  over  a  six-­‐month  period  to  estimate  the  
population  and  breeding  habits  of  several  bird  species.  The  data  resulting  from  this  survey  included  
georeferencing  data  and  breeding  status  of  each  species.  One  of  the  species  included  in  this  survey  was  
the  Glossy  Black  Cockatoo,  which  is  listed  as  a  ͚vulnerable͛  species  by  the  NSW  Department  of  
Environment  &  Heritage  in  their  Sensitive  Species  List.  This  list  states  that  the  reason  for  the  ĐŽĐŬĂƚŽŽ͛Ɛ
vulnerable  status  is  ͚ƌŝƐŬŽĨĞŐŐĐŽůůĞĐƚŝŽŶĂŶĚŶĞƐƚĚŝƐƚƵƌďĂŶĐĞ͛.    
  
/ĚĞŶƚŝĨǇŝŶŐƚŚĞĐĂƵƐĞƐŽĨĂƐƉĞĐŝĞƐ͛͚ƐĞŶƐŝƚŝǀŝƚǇ͛ĂůƐŽĞŶĂďůĞƐƚŚĞĚĂƚĂŽǁŶĞƌƚŽŝƐŽůĂƚĞwhich  elements  of  
the  dataset  may  be  removed  or  modified  to  confidentialise  the  dataset  (Section  4.3).    
  
Check:  Are  your  data  sensitive?  If  your  data  contains  information  from  Table  1  or  information  about  
secret  or  sacred  practices,  or  information  that  would  result  in  an  adverse  effect  on  a  species  if  made  
public,  it  is  likely  to  be  sensitive.    
In  addition  to  looking  at  the  bare  content  of  the  data,  ask  whether,  if  shared,  the  data  could  potentially  
cause  harm  or  contribute  to  discrimination  to  determine  if  the  data  are  sensitive.  This  latter  aspect  
relates  to  ethical  considerations  about  data  publication  (see  Section  4).    
  
1.3 Sensitive  by  context  
Some  data  are  born  sensitive,  some  achieve  sensitivity,  and  some  have  sensitivity  thrust  upon  them!  
What  is  considered  to  be  sensitive  may  differ  with  time  and  across  groups  of  people  or  subjects.  Non-­‐
sensitive  data  may  become  sensitive  by  their  context,  or  when  more  information  is  added.  The  names  
ŽĨĂŶŽƌŐĂŶŝƐĂƚŝŽŶ͛ƐŽƌƉƵďůŝĐĂƚŝŽŶ͛ƐƐƵďƐĐƌŝďĞƌůŝƐƚĂƌĞŶŽƚƵƐƵĂůůǇƐĞŶƐŝƚŝǀe.  But  this  list  may  be  
sensitive  if  the  special  interest  of  that  group  could  expose  subscribers  to  discrimination12.  For  example,  
an  extreme  or  unpopular  political  affiliation.  For  ecological  data,  a  species  may  be  at  risk  of  harm  from  
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human  activity  in  one  geographic  area  but  not  another.  In  this  latter  case,  sensitivity  might  be  
determined  by  the  location  that  the  data  refers  to  rather  than  the  species  itself.  
  
There  are  instances  where  data  that  are  not  obviously  sensitive  (i.e.,  does  not  include  names  or  dates  of  
birth),  or  has  been  confidentialised,  may  become  sensitive  again  when  context  changes.  Two  common  
examples  are:  
  
1.  Triangulation:  When  the  identity  or  sensitivity  of  a  participant  or  subject  can  be  determined  by  
combining  several  pieces  of  non-­‐sensitive  information.  For  example,  with  human  data,  if  you  have  
ŝŶĨŽƌŵĂƚŝŽŶĂďŽƵƚĂƉĞƌƐŽŶ͛ƐĂŐĞ͕ŽĐĐƵƉĂƚŝŽŶĂŶĚĨĂŵŝůǇĐŽŵƉŽƐŝƚŝŽŶ͕ŝƚŵĂǇŶŽƚďĞĚŝĨĨŝĐƵůƚƚŽŝĚĞŶƚŝĨǇ
them  in  a  relatively  small  sample.  
2.  Data  Linkage  is  bringing  together  two  or  more  datasets  that  include  the  same  person  or  subject  of  
research.  Alone,  a  dataset  may  not  contain  enough  information  to  identify  individuals  or  make  place  
subjects  at  risk,  but  when  combined  with  two  or  more  datasets,  this  may  now  be  achievable.    
For  example,  Dataset  A  describes  the  medical  history  of  a  group  of  non-­‐identifiable  patients  with  a  
cognitive  disorder.  Dataset  B  includes  employment  information  and  public  transport  usage  in  the  same,  
moderately  small  population.  When  these  datasets  are  linked,  there  could  be  sufficient  information  
about  where  patients  work  and  live  such  that  they  may  be  identified.  
An  example  from  ecological  research:  Dataset  A  describes  a  species  of  falcon  that  is  vulnerable  to  egg  
collection,  and  its  population  and  location  over  time.  Dataset  B  includes  breeding  patterns  of  the  same  
falcon  species  over  a  similar  period  of  time.  When  linked,  there  may  be  enough  information  to  
determine  the  location  of  falcons  at  nesting  time.    
  
Data  owners  and  managers  should  always  consider  the  possibility  triangulation  in  their  dataset  and  
check  for  this.  It  is  good  practice  to  re-­‐consider  triangulation  with  the  introduction  of  new  data;  that  is,  
following  data  linkage.  Section  3  of  this  guide  shows  you  how  to  confidentialise  a  dataset  so  that  
participants  or  subjects  cannot  be  identified,  including  in  the  context  of  triangulation.  
  
2. I  have  sensitive  data  ʹ  now  what?                                                          
  
How  to  publish  and  share  sensitive  data  
The  previous  section  describes  sensitive  data  in  its  original  form.  In  the  following  sections  on  
Confidentialisation  and  Licensing  we  discuss  ways  you  can  modify  original  data  so  that  it  is  no  longer  
sensitive.  This  kind  of  modified  data  is  still  highly  valuable  and  re-­‐usable  to  some  other  researchers  
without  placing  research  participants  or  subjects  at  risk.  And  the  data  can  be  published  and  shared  with  
fewer  legal  and  ethical  restraints.    
In  most  instances,  confidentialised  sensitive  data  is  published  with  conditional  access.  This  means  that  a  
description  ;ŝ͘Ğ͕͘͚ŵĞƚĂĚĂƚĂ͛ͿŝƐƉƵďůŝƐŚĞĚŝŶĂĚĂƚĂƌĞƉŽƐŝƚŽƌǇĂŶĚŝƚƐĚŝƐĐŽǀĞƌĂďŝůŝƚǇŝƐŶŽƚƌĞƐƚƌŝĐƚĞĚʹ  
i.e.,  anyone  can  find  and  read  a  description  of  the  data.  And  the  data  itself  is  accessible  once  some  
conditions  (set  by  the  researcher  and/or  the  repository)  are  met.  The  public  description  of  the  data  
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includes  this  information  about  access  and  a  link  to  how/where  to  apply  for  access.  Common  conditions  
of  access  to  confidentialised  data  are  set  out  below.  
  
2.1 Confidentialisation:  A  note  on  terminology  
dŚĞƚĞƌŵƐ͚ĐŽŶĨŝĚĞŶƚŝĂůŝƐĂƚŝŽŶ͕͛͚ĚĞ-­‐ŝĚĞŶƚŝĨŝĐĂƚŝŽŶ͕͛ĂŶĚ͚ĂŶŽŶǇŵŝƐĂƚŝŽŶ͛ĂƌĞŽĨƚĞŶƵƐĞĚŝŶƚĞƌĐŚĂŶŐĞĂďůǇ͘
They  can,  however,  also  refer  to  somewhat  different  methods.  Confidentialisation  involves  removing  or  
altering  data  so  that  people  or  the  subjects  of  the  data  cannot  be  identified.  In  the  strictest  sense,  de-­‐
identification  is  simply  the  removal  of  identifying  information.  It  is  also  typically  used  to  refer  to  human  
data  only.  Finally,  anonymisation  typically  refers  to  de-­‐identified  data,  but  is  often  used  to  describe  
confidentialised  data  also.    
If  the  above  terms  are  used  in  research  documents,  particularly  information  provided  to  research  
participants;  it  is  recommended  that  the  authors  of  these  documents  define  their  meaning  of  the  terms  
to  avoid  confusion5.  
In  this  guide,  we  refer  to  confidentialisation  and  include  non-­‐human  data  in  this  definition.  In  line  with  
the  methods  recommended  by  the  Australian  Bureau  of  Statistics,  National  Statistical  Service,  this  
includes:  
  
1. De-­‐identifying  the  data;  that  is,  removing  information  that  can  directly  or  indirectly  identify  a  
person,  persons,  species,  or  other  subject  of  research;  and  
2. Continuing  to  manage  the  risk  of  identification  even  after  the  dataset  has  been  de-­‐identified.  
  
It  is  notable  that  the  Privacy  Act  1988  s  6(1)  definition  of  de-­‐identificationfootnote1  is  actually  akin  to  the  
above  definition  of  confidentialisation13.  It  is  also  notable  that  the  National  Statement  on  Ethical  
Conduct  in  Human  Research  (2007)5  instead  uses  the  terms  ͚identifiable͛,  ͚re-­‐identifiable͛,  and  ͚non-­‐
identifiable͛  data.    
                                                                                                                    
1  dŚĞƵƐƚƌĂůŝĂŶ'ŽǀĞƌŶŵĞŶƚ͛ƐKĨĨŝĐĞŽĨthe  Australian  Information  Commissioner  defines  de-­‐identification  in  relation  to  the  
Privacy  Act  1998  as:  
1. ͞ƌĞŵŽǀŝŶŐƉĞƌƐŽŶĂůŝĚĞŶƚŝĨŝĞƌƐ͕ƐƵĐŚĂƐĂŶŝŶĚŝǀŝĚƵĂů͛ƐŶĂŵĞ͕ĂĚĚƌĞƐƐ͕ĚĂƚĞŽĨďŝƌƚŚŽƌŽƚŚĞƌŝĚĞŶƚŝĨǇŝŶŐŝŶĨŽƌŵĂƚŝŽŶ͕
and  
2. removing  or  altering  other  information  that  may  allow  an  individual  to  be  identified,  for  example,  because  of  a  rare  
characteristic  of  the  individual,  or  a  combiŶĂƚŝŽŶŽĨƵŶŝƋƵĞŽƌƌĞŵĂƌŬĂďůĞĐŚĂƌĂĐƚĞƌŝƐƚŝĐƐƚŚĂƚĞŶĂďůĞŝĚĞŶƚŝĨŝĐĂƚŝŽŶ͘͟  
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2.2 tŚĂƚ͛ƐůĞŐĂů͍  
Under  the  Australian  Privacy  Act  19887,  sensitive  human  and  personal  data  cannot  generally  be  shared  
in  their  original  form.  However,  once  confidentialised,  these  modified  data  no  longer  trigger  the  Act.  In  
other  words,  confidentialised  sensitive  data  can  legally  be  shared  if  the  method  of  confidentialisation  
meets  the  standards  of  the  Privacy  Act  1988.  The  definition  of  confidentialisation  (above)  used  in  this  
Guide  meets  this  standard.  The  steps  in  the  next  section  show  you  how  to  confidentialise  your  data  
according  to  this  standard.  
It  is  worth  noting  that  whilst  the  Privacy  Act  1988  does  not  apply  to  confidentialised  data,  it  does  apply  
to  the  activity  of  confidentialising  the  data  (i.e.,  removing  identifying  information  from  the  original,  
sensitive  dataset).  This  activity  is,  however,  explicitly  condoned  in  the  Australian  Privacy  Principles  of  
the  Privacy  Act  1988  as  one  of  few  exceptions  to  sensitive  data  use.  This  is  because  confidentialisation  is  
ĐŽŶƐŝĚĞƌĞĚĂ͚ŶŽƌŵĂů͘͘͘ƉƌĂĐƚŝĐĞ͛  that  ͚ĂŶŝŶĚŝǀŝĚƵĂůmay  reasonably  expect  their  personal  information  
to  be  used  or  dŝƐĐůŽƐĞĚĨŽƌ͛  without  requiring  specific  consent14.  For  more  information  about  human  
consent  for  data  ƐŚĂƌŝŶŐƐĞĞŽƵƌƐĞĐƚŝŽŶŽŶ͚tŚĂƚƚŽŝŶĐůƵĚĞŝŶĂĐŽŶƐĞŶƚĨŽƌŵ͛.  
  
  
Key  points  on  the  legality  of  sharing  sensitive  data:  
x Sensitive  data  cannot  be  published  and  shared  in  its  original  form  in  almost  all  cases  
x Confidentialised  data  is  no  longer  sensitive  and  can  be  shared  
x The  process  of  confidentialising  human  and  personal  data  is  allowed  under  the  Australian  Privacy  Act  
198814  
  
  
3. Confidentialising  human  and  personal  data  in  3  Steps  
  
The  goal  of  confidentialisation  for  data  sharing  is  to  prevent  participants  or  subjects  of  research  (e.g.,  
animal  or  plant  species)  from  being  identified  and  placed  at  risk  of  harm  or  discrimination.  This  involves  
removing  or  modifying  information  in  the  original  (sensitive)  dataset.  The  exact  information  that  needs  
to  be  removed  or  modified  will  vary  depending  on  the  contents  of  the  dataset  and  the  reason  that  the  
data  has  been  deemed  sensitive.    
The  following  steps  were  developed  following  review  of  key  research  papers  and  existing  guidelines  of  
relevant  local  and  international  authorities  on  data  management.  
  
3.1 Remove  direct  identifiers    
Remove  all  direct  identifiers  from  datasets  intended  for  publication.  A  list  of  direct  identifiers  is  shown  
in  Table  2.    
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Table  2.  Direct  identifiers  
 Name  
 Initials  
 Address,  including  full  or  partial  postal  code  
 Spatial  location  (e.g.,  latitude  and  longitude  units  with  enough  precision  to  potentially  locate  
the  subject)  
 Telephone  or  fax  numbers  or  contact  information  
 Electronic  mail  addresses  
 Vehicle  identifiers  
 Medical  device  identifiers  
 Web  or  internet  protocol  addresses  
 Biometric  data  
 Facial  photograph  or  comparable  image  
 (unconfidentialised)  Audiotapes  
 Names  of  relatives  
 Dates  related  to  an  individual  (including  date-­‐of-­‐birth)  
  Notes  on  Table  2:  This  list  is  produced  from  a  review  of  recommended  confidentialisation  procedures  for  
clinical  health  data  conducted  by  Hrynaszkiewicz  et  al.1  and  identifying  aspects  of  sensitive  biodiversity  
ĚĂƚĂĂƐĚĞĨŝŶĞĚŝŶƚŚĞƚůĂƐŽĨ>ŝǀŝŶŐƵƐƚƌĂůŝĂ͛Ɛ^ĞŶƐŝƚŝǀĞĂƚĂZĞƉŽƌƚ10.  These  recommendations  are  
consistent  with  those  provided  by  other  institutions  (e.g.,  National  Statistical  Service).  Information  in  italics  
was  added  by  the  authors  of  this  guide  to  provide  further  clarification  or  broaden  use  to  other  forms  of  
sensitive  data.  
  
3.2 Consider  removing  or  modifying  indirect  identifiers    
Datasets  that  contain  two  or  more  of  the  indirect  identifiers  in  Table  2  may  identify  participants  when  
these  identifiers  are  considered  together  (i.e.,  akin  to  triangulation).  When  two  or  more  indirect  
identifiers  are  present,  we  recommend  removing  or  modifying  one  or  more  of  the  indirect  identifiers  
until  the  risk  of  identification  is  negligible.  If  you  are  still  unsure  if  the  risk  of  identification  is  negligible  
or  not,  we  recommend  seeking  advice  from  an  independent  researcher,  data  manager,  or  member  of  a  
research  ethics  committee.  
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Table  3.  Indirect  identifiers  
 Place/location  of  treatment,  education,  service  use    
 Name  of  professional  or  business/service  responsible  for  healthcare,  education,  service  
 Sex  
 Rare  disease,  condition,  experience,  treatment,  or  other  characteristic  
 Risky  behaviours  (e.g.,  Illicit  drug  use)    
 Place  of  birth  
 Socioeconomic  data,  such  as  occupation  or  place  of  work,  income,  or  education  level  
 Household  and  family  composition  
 Body  measures  (e.g.,  height,  weight)  
 Multiple  pregnancies  
 Ethnicity  
 Indigenous  status  
 Year  of  birth  or  age  
 Verbatim  responses  or  transcripts  
 Dates  of  sensitive  events  
 Small  cell  sizes  Ͷ  i.e.,  when  the  number  of  subjects  with  the  characteristic  is  small    
  
Notes  on  Table  3:  This  largely  includes  information  from  a  review  of  recommended  confidentialisation  
procedures  for  clinical  health  data  conducted  by  Hrynaszkiewicz  et  al.1  This  original  list  has  been  modified  
to  expand  its  relevance  to  non-­‐medical  data.  We  have  also  included  Indigenous  status  as  a  separate  
identifier  to  Ethnicity  for  the  Australian  context  because  this  population  is  often  oversampled  and/or  living  
in  small  or  specific  communities.    
  
  
Removing  versus  modifying:  Completely  removing  information  from  a  dataset  ensures  this  information  
cannot  be  used  to  identify  participants  or  subjects.  Sometimes,  however,  information  can  be  modified  
enough  that  it  no  longer  poses  risk  of  identification  and  can  thus  remain  in  the  dataset.  This  involves  
more  effort  but  is  a  good  option  if  complete  removal  of  the  information  de-­‐values  the  dataset.    
  
͚^ŽƌƚŽĨƐĞŶƐŝƚŝǀĞ͛ʹ  Grey  areas  
You  may  choose  to  remove  or  amend  other  aspects  of  your  dataset  before  publishing  and  sharing  your  
data  if  they  are  not  considered  essential  to  the  dataset,  or  if  their  presence  will  impede  sharing.  
Financial  information  about  an  individual,  household,  or  organisation  is  a  common  example  of  this.  It  is  
ŶŽƚĐŽŶƐŝĚĞƌĞĚ͚ƐĞŶƐŝƚŝǀĞ͛ƵŶĚĞƌ  the  Privacy  Act  1988;  however,  individuals  typically  do  not  want  their  
financial  dealings  to  be  shared  and  traced  back  to  them.    
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3.2.1 Methods  of  modifying  data  to  limit  identification    
ͻ   Combining  responses  into  categories,  or  a  fewer  number  of  categories  than  in  the  original  dataset.  
This  is  a  good  option  if  only  a  small  number  of  people  or  subjects  possess  the  characteristic.  For  
example,  year  of  birth  can  be  collapsed  into  5-­‐  or  10-­‐year  age  bands  if  only  a  few  people  in  a  
dataset  report  a  specific  birth  year.  
ͻ   Top  and  bottom  coding:  collapsing  categories  into  upper  and/or  lower  thresholds.  This  is  a  good  
option  if  only  a  small  number  of  people  have  high  or  low  measurements  on  a  characteristic.  For  
example,  if  few  people  report  that  they  have  more  than  five  children,  these  participants  can  be  
ĐŽŵďŝŶĞĚǁŝƚŚƚŚŽƐĞǁŚŽƌĞƉŽƌƚĨŝǀĞĐŚŝůĚƌĞŶĂŶĚƌĞĐŽĚĞĚĂƐ͚ϱнĐŚŝůĚƌĞŶ͛͘  
ͻ   Rounding  dates,  times,  or  measurements  reduces  the  risk  of  identification  when  only  a  small  
number  of  people  or  subjects  have  a  specific  value.    
ͻ   Cell  suppression:  involves  creatŝŶŐ͚ŵŝƐƐŝŶŐĚĂƚĂ͛ĐĞůůƐŝĨƚŚĞŝŶĐůƵƐŝŽŶŽĨƚŚŝƐĚĂƚĂƉŽƐĞƐĂƌŝƐŬƚŽ
identification.  Single  cells  may  be  deleted,  or  all  data  for  an  at-­‐risk  participant  or  subject  (for  more  
information  on  suppression)  
ͻ   For  further  information  on  more  complex  methods  of  modification,  including  data  rounding  and  re-­‐
sampling,  see  National  Statistical  Service.  
  
3.3 Confidentialising  sensitive  ecological  data  
Methods  for  confidentialising  environmental  and  biodiversity  data  are  less  established  than  those  for  
human  data.  For  human  data,  sensitivity  usually  relates  to  the  identification  of  individuals.  Thus,  directly  
identifying  information  must  be  removed  for  confidentialisation.  However,  the  sensitivity  of  ecological  
data  typically  does  not  typically  relate  to  the  naming  of  the  species  itself,  but  to  accompanying  
information  about  its  location  and/or  dates  for  breeding,  fruiting,  or  migration.  For  example,  the  
illustrative  dataset  in  Section  2.2  is  not  sensitive  simply  because  it  includes  data  from  the  Glossy  Black  
Cockatoo,  but  because  it  is  accompanied  by  data  about  its  precise  location  at  breeding  time.    
  
Recommended  steps  to  confidentialisation:  
1. Identify  and  record  which  elements  of  your  ecological  dataset  make  it  sensitive11.  This  involves  first  
determining  why  the  species  or  location  is  at  risk,  then  identifying  what  data  in  the  dataset  provides  
that  information.    
Using  the  illustration  in  Section  2.2,  the  data  causing  sensitivity  (i.e.,  placing  the  species  at  risk)  in  
this  dataset  is  ĂďŽƵƚďƌĞĞĚŝŶŐƐƚĂƚƵƐďĞĐĂƵƐĞƚŚĞƐƉĞĐŝĞƐ͛͚ǀƵůŶĞƌĂďůĞ͛ƐƚĂƚƵƐŝƐĚƵĞƚŽƌŝƐŬŽĨĞgg  
collection  and  nest  disturbance.    
2. Remove  or  modify  enough  information  so  that  the  dataset  ceases  to  be  sensitive  whilst  retaining  as  
much  detail  as  possible  for  potential  reusers.    
In  the  example  from  Section  2.2,  information  about  breeding  status  could  be  removed  from  the  
dataset  to  alleviate  sensitivity.  Alternatively,  the  precision  of  georeferenceing  data  could  be  
reduced  so  that  locating  bird  nests  was  not  possible.  Such  processes  of  data  modification  are  akin  to  
the  methods  of  described  above  for  human  data.    
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3.4 Managing  the  risk  of  re-­‐identification  
Once  data  has  been  confidentialised,  the  risk  of  re-­‐identification  must  be  reviewed  when  these  data  are  
linked  with  other  data.  Data  linkage  is  the  merging  of  two  or  more  separate  datasets  that  contain  data  
from  the  same  people  or  subjects.  It  is  becoming  increasingly  common  in  epidemiology,  medical,  social  
and  ecological  sciences  because  it  enables  researchers  to  understanĚƉĞŽƉůĞ͛ƐŽƌƐƵďũĞĐƚƐ͛ĐŽŶƚĞǆƚŝŶ
more  detail  by  adding  more  information  without  having  to  collect  new  data.  Data  linkage  also  derives  
greater  value  from  existing  datasets.    
Like  triangulation,  data  linkage  can  mean  that  confidentialised  participants  or  subjects  can  become  re-­‐
identified  because  one  or  more  pieces  of  potentially-­‐identifiable  information  have  been  added  (by  the  
newly  linked  data).  This  possibility  must  be  assessed  when  the  data  are  linked  by  treating  the  new,  
linked  dataset  as  a  non-­‐confidentialised  dataset  and  following  the  steps  above.    
  
  
3.5 tŚŝůĞǇŽƵ͛ƌĞĂƚŝƚ͖ĨŽƌŵĂƚƚŝŶŐĚĂƚĂĨŽƌƉƵďůŝĐĂƚŝŽŶ  
The  dataset  you  submit  to  a  repository  for  publication  should  be1:  
x Cleaned;  checked  for  errors,  outliers,  duplicates,  and  missing  data  (and  genuinely  missing  data  
should  be  annotated  as  such)  
x Annotated;  variables  and  objects  (and  their  categories  if  relevant)  should  be  labelled  clearly  and  a  
key  provided  if  necessary.  If  variables  or  objects  are  modified  from  their  original  form  during  
confidentialisation,  note  this.  
x In  a  format  that  is  open,  and  easy  to  transform  and  archive.  Strive  to  use  a  data  format  that  is  
readable  and  malleable  in  a  variety  of  commonly-­‐used  operating  systems  and  programs.  Non-­‐
ƉƌŽƉƌŝĞƚĂƌǇ;͚ŽƉĞŶ͛ͿĨŽƌŵĂƚƐĂƌĞĂůƐŽƌĞĐŽŵŵĞŶĚĞĚƚŽĞŶŚĂŶĐĞĂĐĐĞƐƐŝďŝůŝƚǇ͘/ŶĨŽƌŵĂƚŝŽŶĂďŽƵƚƚŚĞ
data  format  should  be  provided  in  the  metadata  record.  If  a  specialised  program  is  required  to  read  
and  analyse  the  data,  then  this  should  be  provided  alongside  the  data  where  possible.    
  
Check  your  chosen  data  repositories  for  any  specific  requirements  about  data  formatting.  
  
4. Ethical  considerations  
  
In  addition  to  meeting  legal  standards,  researchers  have  ethical  obligations  towards  participants  and  
research  subjects.  These  include  preserving  privacy  and  avoiding  any  possible  harm  arising  from  
participation  in  research  and  its  subsequent  publication.  The  ethical  management  of  data  must  be  the  
primary  conĐĞƌŶŽĨƌĞƐĞĂƌĐŚĞƌƐƚŽŵĂŝŶƚĂŝŶƉĂƌƚŝĐŝƉĂŶƚƐ͛ƚƌƵƐƚĂŶĚƌĞƐĞĂƌĐŚŝŶƚĞŐƌŝƚǇ͘  
  
  
  
  
  
blank  
blank  
   ands.org.au   15  
  
Check:  Are  your  data  sensitive?  In  addition  to  looking  at  the  bare  content  of  the  data,  ask  whether,  if  
shared,  the  data  could  potentially  cause  harm  or  contribute  to  discrimination?  to  determine  if  the  data  
are  sensitive.  
  
  
4.1 For  new  human  data,  or  when  contact  with  research  participants  is  possible  
Obtaining  consent  for  data  publication  and  sharing  from  research  participants  before  the  data  are  
collected  optimal.    This  is  not  only  best  practice,  but  avoids  the  expense,  delay  and  loss  of  use  of  data  
that  may  be  occasioned  by  attempting  to  obtain  consents  later  in  the  research  process.    Concerns  that  
participants  will  refuse  to  participate  in  research  if  data  sharing  is  requested  are  likely  to  be  
unfounded15,  16.  
  
dŚĞƌĞƋƵĞƐƚĨŽƌƉĂƌƚŝĐŝƉĂŶƚƐ͛ĐŽŶƐĞŶƚƚŽpublish  and  share  their  confidentialised  data  should  involve:  
1. Including  information  about  the  processes  of  data  confidentialisation,  publication,  and  sharing  in  
the  ͚information  sheet͛  that  is  provided  to  people  before  they  agree  to  participate  in  the  research  
study  and  before  they  are  asked  to  consent  to  data  collection.  This  information  must  
understandable  to  the  participant  and  have  sufficient  detail  such  that  they  can  make  an  informed  
decision  about  their  consent  to  publish  and/or  share  the  data  they  provide.    Participant  information  
sheets  must  be  approved  by  your  Human  Research  Ethics  Committee/s  (HREC)  before  any  aspect  of  
the  study  commences.  It  should  (briefly)  cover:  procedures  for  maintaining  confidentiality,  data  
publication,  and  the  conditions  under  which  data  sharing  can  occur,  including  whether  there  is  a  
prospect  of  sharing  the  data  with  researchers  outside  those  conducting  the  study5.    
2. Specifically  requesting  consent  for  data  sharing  and/or  publication  in  the  ͚consent  form͛,  which  
must  also  be  approved  by  your  HRECs  before  research  begins.  Example  wording  to  request  data  
publication  and  sharing  in  consent  forms  are  provided  below.  
3. Familiarise  yourself  with  any  requirements  for  information  sheets  and  consent  forms  in  your  
jurisdiction  with  regards  to  data  publication  and  sharing.  For  example,  whilst  the  current  National  
Ethics  Application  Form  (NEAF;  required  for  all  Australian  research  involving  human  participants)  
does  not  include  questions  about  data  publication  and  sharing,  research  conducted  in  hospitals  in  
the  State  of  Victoria  must  also  complete  a  Victorian-­‐Specific  Module.  This  Module  (or  form)  does  
refer  to  data  storage  and  future  research.  
  
  
4.1.1 What  to  include  in  a  consent  form  requesting  data  publication  and  sharing  
Statements  about  data  publication  and  sharing  in  participant  consent  forms  should:  
1. Avoid  precluding  data  confidentialisation,  publication,  and  sharing17  
2. State  the  possibility  of  future  data  publication  (including  storage  in  a  repository)  and  sharing  
3. State  the  conditions  under  which  access  to  the  data  may  be  granted  to  others.  This  may  include  the  
process  of  confidentialisation  and  possibility  other  conditions,  such  as  approval  by  the  original  
research  team  (see  later  section  on  conditional  access).  In  some  cases,  it  may  also  be  appropriate  to  
provide  an  opportunity  for  participants  to  select  whom  they  agree  to  share  their  data  with  (and  
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ǁŚŽŵƚŚĞǇĚŽŶ͛ƚͿ͘  
4. Be  documented  with  the  collected  data  so  subsequent  users  of  the  data  are  aware  of  the  conditions  
agreed  to  by  participants5.  
  
  
4.1.2 Example  sentences  for  consent  forms  to  request  data  publication  and  sharing  
  
Where  data  is  intended  to  be  public  or  accessed  with  little  restriction:  
  ͚The  information  in  this  study  will  only  be  used  in  ways  that  will  not  reveal  who  you  are.  You  will  not  be  
identified  in  any  publication  from  this  study  or  in  any  data  files  shared  with  other  researchers.  Your  
participatioŶŝŶƚŚŝƐƐƚƵĚǇŝƐĐŽŶĨŝĚĞŶƚŝĂů͛͘͘18  
͚ŶǇƉĞƌƐŽŶĂůŝŶĨŽƌŵĂƚŝŽŶƚŚĂƚĐŽƵůĚŝĚĞŶƚŝĨǇǇŽƵǁŝůůďĞƌĞŵŽǀĞĚŽƌĐŚĂŶŐĞĚďĞĨŽƌĞĨŝůĞƐĂƌĞƐŚĂƌĞĚ
ǁŝƚŚŽƚŚĞƌƌĞƐĞĂƌĐŚĞƌƐŽƌƌĞƐƵůƚƐĂƌĞŵĂĚĞƉƵďůŝĐ͛17  
͚I  agree  that  research  data  gathered  for  the  study  may  be  published  provided  my  name  or  other  
identifying  information  is  not  used͛19  
  
For  data  that  will  have  conditional  access:  
͚͘͘Žƚher  genuine  researchers  will  have  access  to  this  data  only  if  they  agree  to  preserve  the  
ĐŽŶĨŝĚĞŶƚŝĂůŝƚǇŽĨƚŚĞŝŶĨŽƌŵĂƚŝŽŶĂƐƌĞƋƵĞƐƚĞĚŝŶƚŚŝƐĨŽƌŵ͛20  
The  above  example  may  be  adapted  to  include  specific  access  conditions  that  you  intend  to  apply  to  its  
reuse:    
͚other  genuine  researchers  may  request  access  to  confidentialised  data  in  the  future.  Access  will  only  be  
granted  if  they  agree  to  preserve  the  confidentiality  of  the  information  as  requested  in  this  form.  Their  
access  will  also  rĞƋƵŝƌĞĂƉƉƌŽǀĂůĨƌŽŵƚŚĞŽƌŝŐŝŶĂůƌĞƐĞĂƌĐŚƚĞĂŵ͛  
  
You  may  also  consider  giving  participants  the  opportunity  to  select  whom  they  agree  to  share  their  data  
ǁŝƚŚ;ĂŶĚǁŚŽŵƚŚĞǇĚŽŶ͛t).  For  example,  from  a  list  of  likely  data  re-­‐users.  
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4.2 For  existing  data,  when  re-­‐contact  with  research  participants  is  not  possible  
As  stated  above  in  the  sections  on  What  is  sensitive  data?,  tŚĂƚ͛Ɛ>ĞŐĂů?  and  Confidentialising  your  
data,  sensitive  data  can  legally  be  shared  without  explicit  consent  from  research  participants  if5:    
  
1. The  information  given  to  participants  prior  to  their  consent  for  data  collection  indicated  future  use  
of  the  datafootnote2,  OR      
2. The  opportunity  to  gain  consent  no  longer  exists  or  is  not  practical,  and  
3. The  data  have  been  properly  confidentialised,  and  
4. The  process  of  confidentialisation  matches  the  definition  provided  in  the  Privacy  Act  1988,  and    
5. There  is  no  risk  that  publishing  or  sharing  the  data  will  cause  harm  or  contribute  to  discrimination  
towards  the  research  participants  or  subjects,  and  
6. Information  Sheets  and  Consent  forms  from  the  original  data  collection  did  not  preclude  sharing.  
  
  
Recommendation:  If  you  are  unsure  whether  you  meet  these  requirements,  it  is  recommended  that  
you  seek  the  opinion  of  your  local  HRECs  and  colleague/s  outside  your  research  project.  
  
4.3 Sharing  sensitive  data  that  you  did  not  collect  
What  do  you  do  about  data  publication  and  sharing  if  you  are  not  the  data  owner?  That  is,  you  are  the  
data  re-­‐ƵƐĞƌŽƌ͚ƐĞĐŽŶĚĂƌǇĚĂƚĂƵƐĞƌ͛͘  
  
Data  reuse  is  already  relatively  widespread  in  some  research  disciplines  that  deal  in  confidentialised  
data,  in  fields  such  as  epidemiology.  The  question  above  is  becoming  increasingly  common  in  response  
to  requirements  of  journals  to  publish  data  alongside  scholarly  articles.    
In  most  instances,  you  cannot  publish  data  that  you  did  not  collect  because  you  do  not  own  the  
Copyright  for  that  data.  Exceptions  are  data  that  have  been  licensed  by  the  data  owner  to  allow  
redistribution.  (e.g.,  see  ƵƐ'K>͛Ɛendorsed  Creative  Commons  licenses.)    
  
A  note  on  research  ethics:  Like  original  researchers,  secondary  data  users  have  an  ͚obligation  to  ensure  
that  the  data  are  used  responsibly  and  respectfully,  and  that  the  privacy  of  participants  is  safeguarded͛5.  
Thus,  data  re-­‐users  must  uphold  any  conditions  of  data  use  that  were  specified  to  the  participants  by  
                                                                                                                    
2  In  cases  where  participant  Consent  Forms  did  not  refer  specifically  to  data  publication  or  sharing  (though  not  
precluded  it  either)  and  Information  Sheets  did,  consent  to  participate  in  the  project  itself  allows  sharing.  This  is  
because  consent  implies  an  understanding  and  agreement  to  the  Information  Sheet.  
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the  original  researchers,  as  well  as  those  conditions  of  re-­‐use  outlined  by  the  data  owner  or  manager  
when  access  for  re-­‐use  was  granted.  
  
4.3.1 Data  citation  
If  you  are  a  data  re-­‐user,  you  should  also  reference  or  cite  the  original  source  of  the  data  in  all  the  
articles,  presentations,  and  grant  applications  based  on  that  data.  This  enables  the  data  owner  to  track  
the  use  of  their  data,  as  well  as  linking  your  work  with  other  articles  based  on  this  dataset.  See  the  
ANDS  Guide  to  Data  Citation  for  detailed  information  on  how  to  do  this.      
  
  
Recommendations:  
x If  the  data  you  are  re-­‐using  are  licensed,  follow  the  conditions  of  that  license  regarding  data  sharing  
;ƚǇƉŝĐĂůůǇƚĞƌŵĞĚ͚ƌĞĚŝƐƚƌŝďƵƚŝŽŶ͛Ϳ͘  If  redistribution  is  allowed,  you  may  be  able  to  share  the  data  
and  attribute  to  the  data  owner.  Alternatively,  cite  the  data  source  in  any  public  description  of  your  
research  so  that  others  can  also  request  access.  
x If  the  data  you  are  re-­‐using  is  not  licensed,  contact  the  data  owner  or  manager  for  instructions  
about  publication  and  sharing.  
Whenever  you  are  reusing  data,  you  should  cite  the  original  source  in  all  scholarly  outputs.  
  
  
5. Making  data  discoverable  
  
A  public  metadata  record  in  a  repository  is  the  best  and  easiest  way  to  make  your  data  discoverable  by  
others.  This  is  a  description  of  your  data  in  a  public  catalogue.  Your  chosen  repository  will  provide  
instructions  about  what  metadata  are  required  before  publication.  This  will  almost  always  be  
information  that  you  already  have  in  grant  applications,  project  reports,  or  articles.  A  public  metadata  
record  allows  others  to  find  and  cite  your  data.  If  the  data  themselves  are  not  published  alongside  the  
metadata  record  (most  often  via  a  link  in  the  record,  see  example  below),  the  record  also  provides  the  
potential  re-­‐user  with  information  about  how  the  data  can  be  accessed.  
  
You  can  publish  a  description  of  your  data  without  making  the  data  themselves  freely  available  
  
It  is  common  for  researchers  with  sensitive  data  to  want  to  publish  and  share  their  data  but  still  hold  
concerns  about  open  publication  or  access.  This  is  largely  amenable  by  publishing  the  data  with  
conditional  access.    
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5.1 Conditional  access  to  data:  What  is  it;  how  do  I  do  it?  
Conditional  access  occurs  when  a  metadata  record  is  available  to  the  public  (i.e.,  published  in  a  public  
repository)  but  access  to  the  data  themselves  occurs  only  after  pre-­‐determined  conditions  are  met.  
These  conditions  are  set  by  the  researcher  or  data  owner,  and/or  the  data  repository.  They  may  include  
requiring  the  potential  data  re-­‐user  to:  
x Register  and/or  provide  contact  details  
x Provide  information  about  how  they  will  use,  store,  or  manage  the  data  
x Agreed  to  conditions  of  data  security,  privacy  
x Agree  that  they  may  be  contacted  by  the  data  owner  for  purposes  of  collaboration  or  otherwise    
x Pay  an  access  fee  
x Meet  other  conditions  included  in  Consent  Forms  and  Information  Sheets  agreed  to  by  original  
(human)  research  participants5  
  
Reasons  you  might  want  to  make  your  data  discoverable  but  with  conditional  access:    
x To  ensure  re-­‐users  are  genuine  researchers  
x To  ensure  re-­‐users  are  aware  and  agree  to  maintain  confidentiality  or  secure  storage  of  the  data  
x The  data  (or  some  of  the  data)  are  under  embargo;  
x You  would  like  to  maintain  some  oversight  over  who  uses  the  data  
x Or  for  what  purpose  they  are  using  the  data  
x You  would  like  to  be  informed  about  who  uses  the  data  so  you  can  collaborate  
x You  specified  conditional  access  in  the  participant  consent  form  or  Research  Ethics  Application  form  
x Others  can  use  the  data  for  new  and  valuable  purposes.  Ideally,  research  data  should  be  widely  
disseminated  Ͷwhether  or  not  the  data  creator  or  manager  considers  it  valuable.  It  is  impossible  to  
know  what  applications  of  the  data  may  exist  in  the  future!    
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5.1.1 An  example  of  published  metadata  with  conditional  access  to  data:  The  Australian  
Longitudinal  Study  of  WŽŵĞŶ͛Ɛ,ĞĂůƚŚ  (ALSWH)  
  
^ĞŶƐŝƚŝǀĞĚĂƚĂƐŚĂƌŝŶŐ͗ĞŶĞĨŝƚŝŶŐǁŽŵĞŶ͛ƐŚĞĂůƚŚ  
  
͞ĂƚĂƐŚĂƌŝŶŐŝƐĨƵŶĚĂŵĞŶƚĂůĨŽƌ>^t,ĂƐĂŶĂƚŝŽŶĂůƌĞƐĞĂƌĐŚƌĞƐŽƵƌĐĞƚŽ
ƐƚƌĞŶŐƚŚĞŶƚŚĞĞǀŝĚĞŶĐĞďĂƐĞĨŽƌƐƵƉƉŽƌƚŝŶŐĚĞǀĞůŽƉŵĞŶƚŽĨǁŽŵĞŶ͛ƐŚĞĂůƚŚ
policy  and  practice.  We  are  fully  committed  to  making  our  data  available  and  
encouraging  collaboration  between  researchers  in  wide-­‐ranging  fields.  Data  
sharing  among  multidisciplinary  groups  provides  the  opportunity  for  fresh  
perspectives  and  for  gaining  new  insights  and  knowledge  on  womĞŶŚĞĂůƚŚ͘͟  
Professor  Gita  Mishra,  ALSWH  Director  
  
The  ƵƐƚƌĂůŝĂŶ>ŽŶŐŝƚƵĚŝŶĂů^ƚƵĚǇŽŶtŽŵĞŶ͛Ɛ,ĞĂůƚŚ  (ALSWH)  is  a  collaborative  project  of  The  University  of  
Newcastle  and  The  University  of  Queensland  and  has  been  funded  by  the  Australian  Government  for  almost  two  
decades.  Since  1995  over  50,000  women  have  been  surveyed,  most  choosing  to  remain  part  of  the  study  for  many  
years.  ALSWH  collects  information  about  changes  in  the  mental,  physical,  and  social  health  of  everyday  women  
and  their  families  over  time.  It  also  gathers  data  about  life  events,  employment,  and  health  service  use.  This  level  
of  detail  and  longevity  is  rare  and  highly  valuable  on  an  international  scale.  ALSWH  has  enabled  data  users  to  
ƉƌŽĚƵĐĞĂƌŝĐŚĂŶĚĂĐĐƵƌĂƚĞƉŽƌƚƌĂŝƚŽĨǁŽŵĞŶ͛ƐŚĞĂůƚŚĂnd  the  experiences  that  benefit  or  hinder  their  wellbeing.    
/ĨǇŽƵŚĂǀĞŶ͛ƚŚĞĂƌĚŽĨ>^t,͕ǇŽƵ͛ǀĞƉƌŽďĂďůǇƌĞĂĚĂƌĞƉŽƌƚ͕ƉĂƉĞƌ͕ŽƌŶĞǁƐĂƌƚŝĐůĞďĂƐĞĚŝƚƐĚĂƚĂ͘zŽƵŵĂǇĞǀĞŶ
use  a  public  service  or  program  guided  by  its  findings.  Data  from  ALSWH  has  led  to  almost  500  peer-­‐reviewed  
papers  across  domains  of  clinical  medicine,  public  health,  and  ageing  research.  These  include  highly-­‐cited  studies  
that,  for  example,  identify  factors  contributing  to  obesity  in  Australian  women1  and  demonstrate  the  link  between  
increased  physical  activity  and  reduced  symptoms  of  depression2.  ALSWH  also  contributes  directly  to  national  
health  policies  by  informing  recommendations  for  services  and  programs  for  chronic  health  conditions  (e.g.,  
diabetes),  interpersonal  violence,  carers,  nutrition  and  physical  activity.      
ALSWH  adds  considerable  value  to  other  
data  sources  by  supporting  sub-­‐studies  and  
ĚĂƚĂůŝŶŬĂŐĞƉƌŽũĞĐƚƐ͘tŝƚŚƉĂƌƚŝĐŝƉĂŶƚƐ͛
consent,  ALSWH  data  has  been  linked  to  
ǁŽŵĞŶ͛ƐDĞĚŝĐĂƌĞĚĂƚĂƚŽƌĞǀĞĂůƚŚĞ
uptake  and  use  of  new  and  sometimes-­‐
controversial  health  service  schemes3,  and  
evaluate  the  costs  of  novel  healthcare  
programs4.  The  NHMRC-­‐ĨƵŶĚĞĚ͚DŽƚŚĞƌΖƐ
ĂŶĚƚŚĞŝƌŚŝůĚƌĞŶΖƐ,ĞĂůƚŚ͛;DĂƚ,ͿƐƵď-­‐
study  will  collect  data  for  children  from  a  
sample  of  mothers  already  participating  in  
the  ALSWH.    
This  represents  an  unrivalled  opportunity  
ƚŽĐŽŶƐŝĚĞƌƚŚĞůŝŶŬƐďĞƚǁĞĞŶĐŚŝůĚƌĞŶ͛ƐǁĞůůďĞŝŶŐĂŶĚƚŚĞĨƵůůƌĂŶŐĞŽĨŚĞĂůƚŚ͕ƐŽĐŝĂů͕ĂŶĚƐĞƌǀŝĐĞ-­‐use  information  
already  collected  from  their  mothers  at  earlier  stages  of  the  study.   
The  substantial  contribution  of  the  ALSWH  to  scientific  knowledge,  public  policy,  and  population  health  is  well  
evidenced  by  its  international  reputation  and  continued  Government  funding.  But  did  you  know  that  ALSWH  is  
also  a  leading  example  of  sensitive  data  sharing?  dŚĞƐƵƌǀĞǇĐŽůůĞĐƚƐŝŶĨŽƌŵĂƚŝŽŶĂďŽƵƚƉĂƌƚŝĐŝƉĂŶƚƐ͛ŚĞĂůƚŚĂŶĚ
lifestyle  but  is  used  by  over  650  collaborators  Ͷ  most  of  whom  are  not  part  of  the  original  research  team.    
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How  they  do  it  
The  ALSWH  has  always  had  clear  policies  for  maintaining  the  quality  and  security  of  data  and  enabling  others  to  
find,  request  and  receive  conditional  access  to  the  data5,6͘dŚĞƐĞƉŽůŝĐŝĞƐĂƌĞĨŽƵŶĚĞĚŽŶƚŚĞƌĞƐĞĂƌĐŚƚĞĂŵ͛Ɛ
ďĞůŝĞĨƚŚĂƚƚŚŝƐĚĂƚĂƐĞƚŝƐĂ͚ƉƵďůŝĐƌĞƐŽƵƌĐĞ͛͘>^t,ĚĂƚĂ-­‐sharing  practices  address  legal  and  ethical  
considerations  whilst  promoting  re-­‐use,  collaboration,  and  research  integrity.    
  
  
Authors:  Dr.  Sarah  Olesen  (ANDS),  Prof.  Gita  Mishra,  &  A/Prof.  Leigh  Tooth  
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Discoverability:  ALSWH  has  a  public  website  with  detailed   information  about  the  study  and  data  accessibility.  
Metadata   records   for   the   study  also  exist   in   several   national   repositories,   including   Research  Data  Australia,  
Australian  Data  Archives  (where  ALSWH  data  is  also  archived),  and  Trove.    
Conditional  access  to  data  for  re-­‐use:  Potential  re-­‐ƵƐĞƌƐŵƵƐƚĐŽŵƉůĞƚĞĂŶ͚ǆƉƌĞƐƐŝŽŶŽĨ/ŶƚĞƌĞƐƚ͛ĨŽƌŵǀŝĂƚŚĞ
ALSWH   project   page.   The   re-­‐user   must   provide   information   about   themselves   and   a   description   and  
justification  for  their  intended  use  of  the  data.  This  process  is  designed  to  maintain  study  integrity  and  prevent  
ƌĞƐĞĂƌĐŚ ŽǀĞƌůĂƉ͘ dŚĞ ĂƉƉůŝĐĂƚŝŽŶ ŝƐ ƌĞǀŝĞǁĞĚ ďǇ ƚŚĞ ͚>^t, WƵďůŝĐĂƚŝŽŶƐ͕ ^ƵďƐƚƵĚŝĞƐ ĂŶĚ ŶĂůǇƐĞƐ ;W^Ϳ
ĐŽŵŵŝƚƚĞĞ͛͘/ĨĂƉƉƌŽǀĞĚ͕ƚŚĞĐŽŶĨŝĚĞŶƚŝĂůŝƐĞĚĚĂƚĂŝƐƌĞĐĞŝǀĞĚďǇƚŚĞĚĂƚĂƌe-­‐user.    
Legal  &  Ethics:  Directly  identifying  information  is  removed  from  all  ALSWH  datasets.  This  information  is  kept  at  
a  separate,  secure  location  to  the  datasets  and  is  not  accessible.  All  users  of  ALSWH  data  are  required  to  sign  a  
Privacy   Protocol   similar   to   a   data   license,   which   specifies   that   the   data   cannot   be   distributed   or   used   for  
ƌĞƐĞĂƌĐŚ ƉƵƌƉŽƐĞƐ ďĞǇŽŶĚ ƚŚŽƐĞ ƐƉĞĐŝĨŝĞĚ ŝŶ ƚŚĞ ͚ǆƉƌĞƐƐŝŽŶ ŽĨ /ŶƚĞƌĞƐƚ͛ ĨŽƌŵ͘ dŚĞ >^t, /ŶĨŽƌŵĂƚŝŽŶ
Statement   to   participants   (which   requires   participant   agreement   before   they   enter   the   study)   does   not  
preclude  data  sharing.  Participants  are  further  informed  that   ͚ŵǇĂŶƐǁĞƌƐǁŝůůŶŽƚďĞůŝŶŬĞĚǁŝƚŚŵǇƉĞƌƐŽŶĂů
ĚĞƚĂŝůƐĂŶĚƐŽǁŝůůŶŽƚďĞŝĚĞŶƚŝĨŝĂďůĞ͛͘    
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5.1.2 Metadata  record  for  the  ALSWH  
This  is  what  the  metadata  record  for  the  archived  Australian  Longitudinal  Study  on  Women's  Health  
data  in  the  Australian  Data  Archive  (data  repository).  In  addition  to  requiring  a  login  1  to  access  data  in  
the  Australian  Data  Archive  (i.e.,  you  muƐƚƌĞŐŝƐƚĞƌĂŶĚďĞĂƉƉƌŽǀĞĚďǇƚŚĞƌĞƉŽƐŝƚŽƌǇͿ͕ƚŚĞ͚ĐĐĞƐƐ
ŽŶĚŝƚŝŽŶƐ͛2  for  this  dataset  are  clearly  explained.  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
6. Licensing  
  
All  Australian  data  intended  for  reuse  should  have  a  licence.  This  includes  your  confidentialised  dataset.  
A  licence  is  a  document  that  clearly  sets  out  how  the  data  can  be  used  and  attributed  to  the  original  
data  owner.  Without  a  licence,  it  is  unclear  how  your  data  can  be  reused  and  this  may  discourage  the  
potential  re-­‐user.  
Licences  come  in  varied  forms,  ranging  from  few  to  many  restrictions  on  reuse.  Some  data  repositories  
ŚĂǀĞƚŚĞŝƌŽǁŶůŝĐĞŶƐŝŶŐĚŽĐƵŵĞŶƚƐ;Ğ͘Ő͕͘ƵƐƚƌĂůŝĂŶĂƚĂƌĐŚŝǀĞ͛Ɛ͚Access  Categories͛Ϳ͘KƚŚĞƌƐƌĞƋƵŝƌĞ
open  access;  that  is,  non-­‐restricted  access  (e.g.,  Dryad).    
  
AusGOAL  provides  a  suite  of  endorsed  licenses  (ranging  from  few  to  more  conditions  of  reuse)  and  a  
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template  for  a  Restrictive  License.  On  the  AusGOAL  website  you  can  select  and  follow  simple  steps  to  
apply  one  of  their  licenses  to  your  data,  or  design  a  Restrictive  Licence  to  suit  your  purposes.  AusGOAL  
is  endorsed  by  ANDS  and  the  Australian  GovernmentƐ͛.  
It  is  important  to  note  that  applying  an  open  license  to  your  data  does  not  allow  you  to  publish  sensitive  
data,  or  act  as  a  substitution  for  data  confidentialisation.  Sensitive  data  remains  sensitive  even  with  a  
license,  and  thus  cannot  be  published  without  participant  consent.  Accordingly,  this  Guide  recommends  
that  you  apply  a  licence,  publish,  and  share  your  data  after  it  has  been  confidentialised  as  described  
above.  
For  more  detail  see  the  ANDS  webpage  on  Data  Re-­‐use  and  Licensing  Frameworks,  and  the  ANDS  Guide  
to  AusGOAL.  
  
  
7. Your  right  to  publish  
  
In  most  cases,  the  person  or  institution  that  publishes  the  data  must  also  hold  the  appropriate  rights  
(such  as  copyright)  to  do  so.  An  AusGOAL  endorsed  licence  can  only  be  applied  by  to  the  rightsholder  of  
that  data.    
  
7.1 How  do  I  know  if  I  own  the  copyright  for  the  data?  
Ownership  of  copyright  and  instances  of  copyright  waiver  differ  across  Australian  Institutions.  As  
copyright  is  an  aspect  of  intellectual  property,  we  recommend  that  you  look  up  the  Intellectual  Property  
Policy  of  your  institution  or  employer.  If  still  unclear,  seek  advice  from  your  Research  Office  or  Research  
Services  Division.    
For  more  detailed  information:  ANDS  Guide  to  Copyright,  Data  and  Licensing.  
  
  
8. Depositing  your  data  
  
8.1 Where  should  I  publish  my  data?  
There  are  many  data  repositories  to  choose  from.  Some  repositories  provide  a  catalogue  of  metadata  
only  and  link  to,  or  reference,  the  storage  location  of  the  data  (e.g.,  Research  Data  Australia).  Others  
catalogue  metadata  and  store  the  data  themselves  (e.g.,  Australian  Data  Archive,  Figshare).  
Repositories  can  also  be  institution-­‐specific,  discipline-­‐  or  content-­‐specific,  or  general.  You  can  find  a  list  
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of  international  repositories  at  databib.org.      
When  selecting  a  place  to  publish  your  data,  consider:  
x Whether  your  institutional,  employer,  funder,  or  publisher  mandates  or  recommends  a  particular  
repository  
x Whether  your  research  discipline  has  conventions  around  where  to  publish  data  
x Whether  you  want  to  publish  your  metadata  and  data  in  the  same  place  
x What  metadata  the  repository  requires  
x The  format  in  which  the  repository  requires  your  data    
x Any  financial  costs  incurred  
x Whether  the  repository  enables  tracking  of  data  citations  by  allocating  your  data  a  unique  identifier  
(see  DOIs)  
x Whether  and  how  the  repositories  manage  conditional  access  to  data,  and  whether  conditional  
access  is  managed  by  the  repository  or  the  data  owner.  
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10. More  information  
  
Relevant  National  Guidelines  
x National  Health  and  Medical  Research  Council,  Australian  Research  Council,  the  Australian  Vice-­‐
ŚĂŶĐĞůůŽƌƐ͛ŽŵŵŝƚƚĞĞ͕National  Statement  on  Ethical  Conduct  in  Human  Research  (Updated  
March  2014)  
  
Defining  sensitive  data  
x Atlas  of  Living  Australia,  ͚KƵƌƐĞĐƌĞƚƐĂƌĞŶŽƚǇŽƵƌƐĞĐƌĞƚƐ͗^ĞŶƐŝƚŝǀĞĚĂƚĂƌĞƉŽƌƚ͛  
x Global  Biodiversity  Information  Facility,  Guide  to  Best  Practices  for  Generalising  Sensitive  Species  
Occurrence  Data  
x NSW  Government  Department  of  Environment,  Climate  Change  and  Water,  Sensitive  Species  Data  
Policy  
  
Preparing  data  for  deposit  
x h<ĂƚĂ^ĞƌǀŝĐĞ͚ĞƉŽƐŝƚŝŶŐ^ŚĂƌĂďůĞ^ƵƌǀĞǇĂƚĂ͛  
  
Related  international  guides  
x h<ĂƚĂ^ĞƌǀŝĐĞ͚ĞƉŽƐŝƚŝŶŐ^ŚĂƌĂďůĞ^ƵƌǀĞǇĂƚĂ͛  
x Digital  Curation  Centre  (UK),  How  to  Develop  a  Data  Management  and  Sharing  Plan    
x Inter-­‐university  Consortium  for  Political  and  Social  Research  (ICPSR),  Guide  to  Social  Science  Data  
Preparation  and  Archiving    
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